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Introduction 
VeiligGroeien is aware that entering into a cannabis production business has significant 
associated risks. This Risk Management Plan is meant to take into account all primary 
risks and explore their likelihood and potential harm should they occur, as well as 
address how these risks will be managed.  

A risk may have one or more causes and, if it occurs, one or more impacts. For 
example, a cause may be the requirement of a building permit to complete internal 
construction on the production facility, or having limited personnel assigned to design 
the project. The risk event is that the permitting agency takes longer than planned to 
issue the permit, or the assigned personnel available become unavailable for some 
reason. If either of these uncertain events occurs, there may be an impact on the project 
cost, schedule or performance.  

All projects assume some element of risk, and it’s through risk management where tools 
and techniques are applied to monitor and track those events that have the potential to 
impact the outcome of the project.  

The identification of risk necessarily starts before the project is initiated, and the number 
of risks increases as the project matures through its lifecycle. When a risk is identified, it 
is assessed to ascertain the probability of occurring, the degree of impact to the 
schedule, scope, cost, and quality of the product. Risk events may impact only one 
segment of production, while others may impact the project in multiple areas or in its 
entirety. The probability of occurrence, number of categories impacted and the degree 
to which they impact the project, based on a numbering and lettering system, will be the 
method of assigning the risk priority. All identifiable risks are listed below in the Risk 
Assessment Worksheet, with associated explanations and priorities.  

As part of documenting a risk, two other important items are to be addressed. The first 
is mitigation steps that can be taken to lessen the probability of the event occurring. The 
second is a contingency plan, or a series of activities that should take place either prior 
to, or when the event occurs. Mitigation actions frequently have a cost. The risk will be 
assumed when the cost of mitigating it exceeds the cost of letting it occur. VeiligGroeien 
will evaluate the probability and impact of each risk against the mitigation strategy cost 
before deciding to implement a contingency plan.  

This plan documents the processes, tools and procedures that will be used to manage 
and control those events that could have a negative impact on VeiligGroeien’s project. It 
is the controlling document for managing and controlling all project risks.  
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Risk Management Strategy  
The Company’s Risk Management Strategy outlines the areas of focus that will be 
utilized in order to assess and act on the risks unique to this industry.  

Implementing a risk management system requires a budget, labor, and other resources. 
The amount of resources allocated will be determined by the CFO and stakeholders 
after thorough analysis of the Risk Assessment.  

 

Responsibilities 
VeiligGroeien has overall responsibility for managing project risk. The stakeholders, 
owners and senior officers will support these efforts philosophically and financially. The 
Chief Financial Officer (CFO) will be responsible for the implementation of the risk 
assessment and risk management system. Managers will be responsible for carrying 
out defined actions that have been selected to prevent and/or mitigate risks. The CFO 
will also select and train additional personnel to support risk assessment activities.  

 

Training 
If any personnel are selected to participate in the risk assessment process, each will 
have qualifications related to risk management, research and/or other types of relevant 
expertise. Training topics will include the following: 

● Specific risks associated with the cannabis industry 
● Quality assurance and control related to VeiligGroeien’s activities 
● Assembling background information/data on categories of risk 
● Identifying new potential risks 
● Researching options for preventing or mitigating risks 
● Conducting risk analyses using the Risk Assessment Worksheet 
● Understanding methods to determine if a risk should be controlled or accepted 
● Risk communications 

In addition, managers and general staff will be trained in risk awareness and 
encouraged to bring potential risk factors to the attention of the management. 
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Assessment Summary 
This document provides the preliminary identification and assessment of risks 
associated with owning and operating a cannabis business. It also provides a system 
for continuously assessing and monitoring risks on a regular basis in order to plan for 
the prevention and mitigation of continuing and newly-identified issues. A new risk 
assessment may also be conducted for changes to operations or products. 

Before beginning an assessment, the CFO, owners and other stakeholders will meet to 
agree upon the scope of the assessment. The main purpose of defining the scope is to 
ensure that time and resources are efficiently spent only on information needed to 
complete the assessment. 

The overall purpose of a risk assessment will be to identify and document: 
 

● The types of risks that may be associated with the particular category 
● The probability of their occurrence  
● The severity of the impact 
● The impact of the risk on the production schedule 
● The scope of the impact 
● The impact on product quality 
● The additional costs to the company if the risk occurs 

 
Definitions and categories to be utilized for building risk assessment matrices are 
discussed in further detail below. Risk assessments will be drafted by trained personnel 
on a Risk Assessment Worksheet and reviewed and approved by the CFO. 

 

Risk Response Summary 
After a risk assessment, decisions will be made to enable the prevention or mitigation of 
the risks. The primary questions associated with this step are: 

● How can the risk be reduced or eliminated? 

● What is the best method to balance costs, benefits, resources, and quality? 

● Are any new risks being initiated by making these changes? 
 



 7 

For each identified risk, a response will be identified. Possible response options include: 
avoidance, transference, mitigation, acceptance, and deferment. These are discussed 
further below. The cumulative information derived from the risk assessment and risk 
response activities is submitted in a report. 

 

Contingency Planning Summary 
Contingency planning is part of mitigation and is the act of preparing a plan or a series 
of activities to carry out should an adverse risk occur. Contingency plans implemented 
prior to the risk occurring are pre-emptive actions intended to reduce the impact or 
remove the risk in its entirety. Contingency plans implemented after a risk occurs can 
usually only lessen the impact. This is discussed in more detail below.  

 

Risk Communication 
Risk communication is an iterative system that involves stakeholders at several levels. 
Depending on the category of risk, stakeholders may include: 
 

● Agencies and Regulators 

● Vendors, Utilities, Landlords, Banks, Etc. 

● Executive staff 

● Managers 

● General staff 

● The Public 

 
An important component of internal risk communication involves encouraging 
employees to notify managers of newly-identified risks. Employees will be trained to 
identify and report potential problems to management in writing. If the risk is time 
sensitive, the employee will also be directed to contact management by phone call or 
text. A newly-identified risk will be logged onto the appropriate Risk Assessment 
Worksheet and assessed as needed. 
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Review of Risk Assessment and Risk Management Outcomes 
A system of reporting and tracking the outcomes of these steps will be built into the 
process. Scheduled reviews of each risk assessment will take place, both to determine 
if modifications need to be made to the mitigation methods selected in each particular 
case and to implement changes to the overall procedures to improve results. The CFO 
will designate one or more individuals to maintain a calendar designed to ensure that 
reviews occur in a timely manner. Reporting and tracking is further addressed below. 

 

Documentation and Record Keeping  
All documentation collected and created during the risk assessment and risk 
management process will be maintained and forwarded to the Record Keeping 
Manager. Types of records include, but are not limited to: 

● Materials collected or consulted during background research activities 
● Risk Assessment Worksheets 
● Financial assessment documents 
● Communication with stakeholders 
● Meeting minutes 
● Review documentation 
● Description of assessment techniques (Appendix 3) 

 

Risk Assessment  
Risk assessment is the process of estimating the probability that a risk will happen and 
the impact that event would have, should it occur. This is a “cause and effect” view of 
potential obstacles to completing a project. The “cause” is the event that could occur, 
and the “effect” is the potential impact to a project.  

Assessment of a risk involves two factors. First is the probability which is the measure 
of certainty that an event, or risk, will occur. This can be measured in a number of ways, 
but for VeiligGroeien, each identified risk will be assigned a probability as defined in the 
table below. The second factor is the Impact Severity of the occurrence (see below).  
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Probability of Occurrences - Definitions 
 

Probability of Occurrences  

Definition Meaning Value 

Frequent • Occurs frequently  
• Will be continuously 
experienced unless action 
is taken to change events 

5 

Likely • Occur less frequently if 
process is corrected  
• Issues identified with 
minimal audit activity  
• Process performance 
failures evident to trained 
auditors or regulators 

4 

Occasional • Occurs sporadically  
• Potential issues 
discovered during focused 
review 

3 

Seldom • Unlikely to occur  
• Minimal issue 
identification during 
focused review 

2 

Improbable • Highly unlikely to occur 1 

 

The second factor, as mentioned above, is an estimate of the impact on the project. 
This can be a somewhat subjective assessment, but should be quantified whenever 
possible. The estimated cost, the duration of the potential delay, the changes in scope 
and the reduction in quality are often factors that can be estimated and documented in 
the risk statement and then measured using the standard project management tools 
(i.e. project plan, budget, statements of work). Rather than detailed impact estimates, 
the Risk Assessment Worksheet contains five ratings for impact. 
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Impact Severity - Definitions 
The severity of an impact is estimated and included in the decision-making matrix. 

 

Negligible (A)  

No regulatory/compliance violation  

No security/confidentiality element affected  

On time production  

Validated experiments  

“Clean” product  

Properly executed communications 

 

Minor (B)  

No regulatory action anticipated  

No compliance impact anticipated  

No evident security threat identified  

Minor errors in completed company policy & procedures  

Minor production errors containing quality system and / or opportunities for improvement 

 

Moderate (C)  

Security issue requiring a corrective action plan  

Production element errors that may pose indirect consequences to the operation 

Serious supplier issues 
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Critical (D)  

A non-compliance finding resulting in process or operational degradation  

A security finding requiring immediate corrective action prior to continued operation 

Reoccurring violation of any safety regulation resulting in serious injury  

Production errors containing regulatory violations that pose direct consequence to the 
operation. 

 

Catastrophic (E)  

Regulatory/Compliance violations/issues 

Inability to validate data  

Withdrawal of product manufacturer  

Tainted products/recalls  

Materials breach  

Production delays  

Technical miscommunications  

Security/confidentiality breaches 

Inability to conduct normal business on a large scale 
 

For each of the impact categories the assessment should also include consideration of 
the following areas of impact:  

 

● Cost – This impact is usually estimated as a dollar amount that has a direct 
impact to the project. However, cost is sometimes estimated and reported as 
simply additional resources, equipment, etc. Regardless of whether there is a 
direct cost, the additional resources should be documented in the risk statement 
as part of the mitigation cost. Some examples of potential costs are: 
 

○ Loss of revenue 



 12 

○ Unexpected equipment repair costs 
○ Additional charges from third parties 
○ Damage to facilities 
○ Unexpected emergencies 

 

● Scope – The scope of an impact involves how expansive the impact would be 
should it occur. A risk may only affect a small portion of a production activity or 
potentially close down operations altogether.  
 

● Schedule – It is very important to estimate the schedule impact of a risk event, as 
this often results is the basis for elevating the other impact categories. Schedule 
delays frequently result in cost increases and may result in a reduction of scope 
or quality. Schedule delays may or may not impact the critical path of the project 
and an associated push out of the final end date.  
 

● Performance/Quality – This category is frequently overlooked as an impact. Too 
often a reduction in quality is the preferred choice for mitigation of a risk. “Short 
cuts” and “low cost replacements” are ways of reducing cost impacts that may 
increase other categories of risk. If not documented appropriately and approved 
by the project supervisor, mitigation strategies that rely upon a reduction in 
quality can result in significant disappointment by the stakeholders.  

 

Most risks will be assigned one category, but some might be assigned more than one, 
or all.  

 

Calculation of Risk Severity 
The probability of the occurrence can be combined with the impact of the occurrence to 
calculate a total risk severity using this chart:  

 

 Probability of Events Catastrophic Critical Moderate Minor Negligible 

Definition Meaning Value (E) (D) (C) (B) (A) 

Frequent • Occurs 
frequently  

5  
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• Will be 
continuously 
experienced 
unless action is 
taken to change it 

 
5E 

 
5D 

 
5C 

 
5B 

 
5A 

Likely • Occur less 
frequently if 
process is 
corrected  
• Issues identified 
with minimal audit 
activity  
• Process 
performance 
failures evident to 
trained auditors or 
regulator 

4  
 
 
 
 
 
 

4E 

 
 
 
 
 
 
 

4D 

 
 
 
 
 
 
 

4C 

 
 
 
 
 
 
 

4B 

 
 
 
 
 
 
 

4A 

Occasional • Occurs 
sporadically  
• Potential issues 
discovered during 
risk analysis 

3  
 
 

3E 

 
 
 

3D 

 
 
 

3C 

 
 
 

3B 

 
 
 

3A 

Seldom • Unlikely to occur  
• Minimal issue 
identified during 
risk analysis 

2  
 
 

2E 

 
 
 

2D 

 
 
 

2C 

 
 
 

2B 

 
 
 

2A 

Improbable • Highly unlikely 
to occur 

1  
1E 

 
1D 

 
1C 

 
1B 

 
1A 

 
 

Risk Response  
For each identified risk, a response will be identified. It is the responsibility of the project 
team to select a risk response for each risk. The project team will need the best 
possible assessment of the risk and description of the response options in order to 
select the right response for each risk. The probability of the risk event occurring and 
the impacts will be the basis for determining the degree to which the actions to mitigate 
the risk should be taken. One way of evaluating mitigation strategies is to multiply the 
risk cost times the probability of occurrence. Mitigation strategies that cost less than risk 
probability calculation should be given serious consideration. The possible response 
options are:  
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• Avoidance – Change the project to avoid the risk. This may involve changing vendors, 
avoiding the purchase of certain types of equipment, deciding not to manufacture a 
particular product, etc.  
 
• Transference – Move the responsibility to a third party. A common example of this in 
the cannabis industry is hiring an outside firm to handle many of the security 
requirements.  
 
• Mitigation – Implement a series of steps to reduce the likelihood that a risk will be 
triggered in the first place or reduce the severity of the risk to an acceptable threshold.  
 
• Acceptance – Accepting the risk means no action will be taken. Any negative impacts 
associated with the cost, schedule, scope, or product quality will be absorbed.  
 
• Deferment – If there is time and more information is needed, it may be decided to 
defer action until a later date. In this case, the risk management planning related to the 
project will be placed on a calendar to ensure it is revisited.  

 

Risk Mitigation  
 

Risk mitigation involves two steps:  

1. Identifying the various activities, or steps, to reduce the probability and/or impact 
of an adverse risk.  
 

2. Creation of a Contingency Plan to deal with the risk should it occur.  

 
Taking early steps to reduce the probability of an adverse risk occurring may be more 
effective and less costly than repairing the damage after a risk has occurred. However, 
some risk mitigation options may simply be too costly in time or money to consider.  

Mitigation activities should be documented using the Mitigation Activity Form (Appendix 
4) to the Risk Assessment Worksheet (Appendix 1), and reviewed on a regular basis. 
They include:  

 

● Identification of potential failure points for each risk mitigation solution.  
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● For each failure point, document the event that would raise a “flag” indicating that 
the event or factor has occurred or reached a critical condition.  

● For each failure point, provide alternatives for correcting the failure.  

 

Risk Contingency Planning  
Contingency planning is the act of preparing a plan, or a series of activities, should an 
adverse impact occur. Having a contingency plan drives the project team to consider 
various courses of action if a risk event takes place. Developing the plan involves the 
following actions: 

 

● Give the plan a label or other means of tracking the document. 

● Clearly define under what conditions a contingency plan will be implemented and 
who is responsible for initiating the plan. Also define when the contingency plan 
will stop being used and normal operations resumed. 

● Identify the tasks/steps that can be implemented to carry out the mitigation 
strategy.  

● Identify the necessary resources such as money, equipment and labor.  

● Develop a contingency plan schedule. Rather than using calendar dates, the 
schedule will be stated in days, weeks or months from an unknown start date. 

● List what events will be utilized as flags to trigger a notification to additional 
personnel that a contingency plan is not meeting expectations and who will be 
notified.  

● Develop training materials or a step-by-step manual to carry out the contingency 
plan.  

● Distribute the plans to project personnel or notify individuals of the location of the 
electronic documentation on the server 

● Review and update contingency plans as needed.  

The CFO will be responsible for determining if additional budget line items should be 
added to a project to cover the potential costs of implementing a contingency plan. One 
method of estimating the cost is as follows: 
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Estimated additional cost:  $5,000 

Probability of occurrence:  x  50% (0.5) 

Amount added to budget:  =  $2,500 

The CFO has the authority to approve contingency plans and initiate implementation. 
The CFO will also determine which contingency plans may be initiated by department 
managers and under what conditions. Approved contingency plans will be maintained 
as part of the project documentation and be tracked and reported along with all of the 
other project activities.  

 

Reporting and Tracking  
A report will be created at the end of the initial risk assessment and risk response 
activity associated with each project. The length will match the scope of the 
assessment. It will include, but not be limited to: 

● The event being assessed 
● A list of stakeholders 
● The scope of the assessment 
● The time frame covered by the assessment 
● The description of techniques table (Appendix ?) 
● Statements of any assumptions made 
● A completed risk assessment worksheet 
● Related financial summaries 
● A list of actions that have already occurred to mitigate the impact(s) 
● A list of potential risk responses for each impact 
● Recommended contingency plans 
● Contact information for person(s) responsible for carrying out mitigation actions 

 
Reports will be submitted to the CFO, other executive staff, board members or owners, 
as appropriate for the severity of the impacts. 

During a project, the associated risk assessment(s) will be revisited to determine if any 
impacts have occurred that may trigger the need to implement a contingency plan or 
update the risk assessment. In order to ensure that risk assessments are reviewed in a 
timely manner, each will be labeled and placed on an electronic calendar, with regular 
reports provided to the CFO regarding which assessments need to be further reviewed. 
Period reports on the results of reviews will be submitted on a regular basis.  
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Processes to Address Immediate Unforeseen Risks  
The individual identifying the risk will fill out a New Risk Reporting Form (Appendix 2) 
and immediately notify a supervisor. The individual notified will assess the risk situation 
and contact other relevant managers and stakeholders. If required, the supervisor will 
identify a mitigating strategy, and assign resources as necessary.  

The risk manager or CFO will document the risk factor and identify the risk mitigation 
strategy.  

 

Common Identified Risks in Cannabis Production 
Being a nascent industry with a high regulatory burden and continuously changing and 
developing laws and standards, cannabis production businesses come with a significant 
number of potential risks. Following is a discussion of each risk category and type.  
 

Legal 
The legal framework for cannabis is still developing and varies from country to country 
and, in some cases, region to region. While central or local governments might be 
issuing cannabis production licenses, the laws continue to develop, and in many cases  
ancillary business support functions are not yet fully available. 
 

Insurance 

Multiple types of insurance are required for a cannabis business to protect itself from 
risks. These insurance types include building insurance, crop insurance, natural disaster 
insurance, accident insurance, worker injury (worker’s compensation) insurance, and 
product liability insurance.  

Insurance companies, while continuously adding more policy types to their cannabis 
portfolios, are still learning about how to assess exposure and properly value cannabis 
business policies and premiums. The lack of experience with common outcomes results 
in necessary coverages being either unavailable or overpriced. This represents a risk to 
the cannabis producer because they might not be protected against negative events 
that other businesses commonly enjoy, or obtaining coverage could be prohibitively 
expensive. 
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VeiligGroeien will mitigate this risk by thoroughly reviewing the details of their insurance 
policies to ensure proper coverage, and shopping multiple insurance companies to find 
the best coverage and rates. Producers might be able to maintain certain quality 
certifications and process standards that will qualify them for discounts.  

 
Changing Regulatory Landscape 

Due to the industry being new, cannabis businesses often suffer from confusion, 
mistakes and added complexity associated with changing rules. While the laws and 
regulations generally become more liberal over time, this is not always the case. For 
example, new contaminants might be identified that require additional testing, or gaps in 
the chain of custody of products might be identified that lead to stricter tracking 
requirements.  

Cannabis businesses can mitigate this risk by maintaining vigilant oversight of changing 
regulations and having flexible operational systems that allow for easy adaptations in 
the areas of compliance most likely to evolve.  
 

Banking 

Easy access to the full suite of banking services that most businesses enjoy has been a 
common problem for cannabis businesses. Similar to insurance challenges, banks are 
still new to the cannabis industry and in some cases are limited by national or 
international laws in what services they can offer to cannabis operators.  

Cannabis producers and retailers can mitigate the risk of banking limitations by holding 
multiple accounts with multiple institutions and researching the best banking solutions 
well in advance of their need to utilize the services.  
 

Limited License Lifetime 

In some cases, when cannabis licenses are granted, they are granted with a limited or 
provisional lifespan, subject to review or a complete revamping of the laws within a 
certain number of years. The license holders, for reasons outside their control, might 
invest millions of dollars/euros in resources only to have the program suspended or 
canceled 3-10 years later. This is especially the case in situations where the regulatory 
agency has pre-identified the program as experimental.  

Cannabis businesses can mitigate this risk by diversifying their cannabis investments in 
other countries and regions. Additionally, they can seek to obtain licenses in areas 
known to be more stable and liberal towards the industry.  
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Oligopoly to Market Competitor Status 

The first round of licensing in many countries often is associated with limited numbers of 
licenses being issued, which has the effect of propping up the value of each license 
considerably and creates an oligopoly where each licensee is all but guaranteed a 
significant market share regardless of product quality or business aptitude.  

The common pattern after the first round of cannabis business licensing is for a 
government to issue more, and sometimes unlimited, licenses 3-10 years after the initial 
round. The first-to-market licensees are vulnerable to the loss of significant market 
share when the customer base is diluted by more license holders.  

The licensee can mitigate this risk by diversifying their cannabis investments in other 
countries and regions. The licensee can also enlist best-in-class consulting expertise to 
ensure maximum quality, yield and presentation of their products. Running the business 
efficiently, effectively and maintaining a positive public image are the best protections 
against increased competition.  
 

Complex Regulatory Landscape 

Cannabis has a complex regulatory landscape that can be difficult to navigate, and as 
such, accidental compliance violations are common occurrences for new business 
operators. While some inspectors and jurisdictions can be flexible in their allowances of 
compliance irregularities, others are intolerant of minor violations, which can represent a 
significant risk and disruption to normal business operations and income projections.  

Cannabis operators can mitigate this risk by entrusting their internal compliance 
responsibilities to a person or team with strong credentials and reputations in other 
compliance-heavy industries and environments, such as medicine or pharmaceuticals. 

 

Financing 
Because of the inherent risk and legal complexities involved in the cannabis industry, 
cannabis businesses have an unusually difficult time financing their projects and 
facilities. This represents a risk to the sufficiency of initial investment capital into 
production-related quality controls, top-quality equipment and high-level expertise. It 
also risks the fundamental financial health of the organization because of reduced 
access to affordable credit during the normal course of business operations into the 
future.  



 20 

Insufficient or abnormally expensive funding can be, in itself, the cause of many other 
types of risks elucidated in this document. For example, an underfunded production 
facility is likely to invest in lower quality climate control equipment, which can cause 
temperature and humidity variations that result in mold outbreaks and product quality 
problems. In sum, funding shortages are likely to lead to many other types of problems 
that can affect the success of the business. 
  

Sources of Funding 

Operators from the illegal cannabis market are the most experienced and engaged 
group of people likely to seek licenses in the legal marketplace. But because of their 
inability to have operated as legal businesses in the past, they have also been unable to 
legitimize their incomes and thus cannot show net worth or legitimate cash holdings in 
the same way that legal business operators can for initial investment capital.  

This risk will be mitigated by having investment capital from other legitimate sources, or 
by the regulatory agency accepting less verified sources of income.  

 
Loan Availability 

The banking industry has shown a high degree of resistance in funding cannabis 
businesses. This is due to the association of cannabis with other drugs and illegal 
activities, the lack of collateral that cannabis operators often have to show, regulatory 
limitations on cannabis banking and the fact that cannabis is a high risk business type. 

This risk will be mitigated by securing ongoing credit and investment capital from private 
individuals and companies who understand the financial landscape and needs of 
industry participants.  
 

Interest Rates 

Investment equity or credit in the cannabis industry comes at a higher price than for 
most other industries. This is because investors and lenders know that cannabis is a 
high-risk industry and that traditional lines of credit through banks are often not 
available. Thus, investors raise the price of funding to percentage rates that can be 
double the norm in comparison to other industries. This puts more pressure on the 
cannabis operators to reduce costs and speed up operations, both of which can lead to 
negative outcomes.  
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This risk will be mitigated, if necessary, by shopping through a higher number of lenders 
to find the best rate and terms and continuing to seek refinancing options at better rates 
as the industry becomes more well established and trusted.  

 

Construction 
Cannabis businesses are novel to most jurisdictions, and this comes along with both the 
operators and the local authorities not knowing exactly how they are to be handled 
during the construction process. There is no well known repeatable standard for how to 
design and construct a facility the way there would be with a retail store or 
manufacturing plant. This can lead to unexpected costs and delays in the process of 
building a facility.  
 

Permits 

The primary construction risk for cannabis businesses is permit delays due either to 
added or unclear local building requirements or to interventions by neighbors who seek 
to keep cannabis operators out of their neighborhoods.  

This risk will be mitigated by proactive communication with local building departments, 
next door neighbors and neighborhood groups before the property has been legally 
secured by purchase or lease. Extensive business planning and odor control 
documentation can also help show local agencies and neighbors that the licensee has a 
thorough and sophisticated sense of how to implement the project professionally, in a 
way that will improve the image of the city and the neighborhood.  

Construction delay risk will also be mitigated by proactive communication with lenders 
and the cannabis regulatory agency to manage expectations about when the facility will 
become fully operational.  
 

Utilities 

Utility infrastructure is unique for cannabis because of the high wattage use of indoor 
grow lights. Pre-existing structures rarely have sufficient electrical service for the lighting 
that would be needed to maximize the flowering canopy of a building. Newly built 
structures sometimes have a difficult time getting enough electrical service to the 
neighborhood. This can cause unforeseen costs and delays with facility completion. 

When a cannabis operator is considering the use of a particular property or building for 
production, the risk of utility service problems will be mitigated by early communication 
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with the utility company on the cost and timeline of upgrades. The operator should 
concurrently obtain accurate calculations on electrical usage rates for the building when 
it is fully populated with lights, plants and climate controls.   

 

Security 
Facility and product security are important focal points in the safe and successful 
execution of a cannabis business. Cannabis applications from all jurisdictions require 
detailed plans be submitted on protecting the building and the THC-containing plants 
and products because, as a producer of a high value psychoactive substance, the 
business is at high risk of theft from both external and internal sources.  

If a cannabis operator has a breach that results in the loss of cannabis plants or 
products, the good standing of the license will be at risk due to the loss in trust created 
between the operator and the licensing authority, as well as any formal license warnings 
or violations that occur. The value of the loss itself is also potentially significant, but is 
usually the lesser of the two problems.  
 

Facility 

The minimum standards of security of the building and property are typically specifically 
dictated by the regulatory authority. VeiligGroeien will comply with such requirements 
and maintain written and video documentation showing ongoing compliance. While 
regulatory security requirements are usually stringent, the facility can still be vulnerable 
in a variety of ways.  

To mitigate this risk, VeiligGroeien will hire a security consultant with experience in 
cannabis or other business types with similar security challenges. The security 
consultant can analyze facility vulnerabilities and recommend hardware and operational 
practices that will further reinforce the property and building.  
 

Product Diversion 

Product diversion is when cannabis plants or products go missing from inventory. The 
business is vulnerable to this type of theft when workers and contractors remove plants, 
plant parts or finished products in small quantities during their normal work activities, in 
subtle ways that cannot easily be seen on video surveillance. Product diversion is also a 
risk during transfer activities both inside the facility from one department to another, and 
as part of the distribution process outside the facility to wholesale buyers.  
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The risk of product diversion will be mitigated by the required implementation of the 
government sanctioned track and trace inventory system, but can be augmented by 
adding rules for workers and processes that minimize the potential of diversion. These 
can include rules against the presence of personal containers and bags in the work 
areas, requirement of pocketless work clothing, training on how the company surveils 
the work environment, and manager sign-offs on all weighing and inventory system 
activities. If the workers and contractors are reminded regularly how seriously the 
company takes monitoring and preventing diversion, this will create a psychological 
deterrent for most workers.  

 

Personnel 
Most experienced cannabis operators are from the black market industry, and for a 
variety of reasons, they are either not available, not suitable, or not eligible for 
employment in the legal industry. Many of them are still active in the illegal industry 
because they can earn cash for working in low-compliance, informal settings, often with 
only a part-time commitment. Because they are accustomed to high pay with minimal 
responsibility, these workers either prefer to stay in the black market, or they don’t 
perform well in high-compliance, full-time work settings, which leads to high employee 
turnover if they are regularly hired.  

The other major impediment to finding cannabis-experienced workers is that many of 
them have criminal convictions in their past from spending years in an illegal industry. 
Almost every jurisdiction that legalizes cannabis places significant restrictions on who 
can apply and be employed by licensees, and these restrictions rule out a large 
percentage of those with cannabis production experience. This leaves the licensee with 
fewer options in terms of securing an experienced workforce, and clearly, an 
inexperienced workforce is a risk to the business.  

The possibilities for mitigating this risk include searching carefully for the rare employee 
candidates who have no criminal record from their black market participation, hiring 
workers with traditional commercial agriculture experience who can quickly learn about 
the unique horticultural traits of cannabis, and using cannabis consultants who can 
guide the workforce from afar if cannabis experts are not available locally. VeiligGroeien 
will do all of the above.  
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Successful Production 
Indoor cannabis production is a unique phenomenon in the sense that it is a kind of 
farming, but because it is grown indoors under highly controlled conditions and has 
previously been an illegal type of plant, certain basic production risks exist that would 
not exist for food farming or other types of traditional agriculture.  
 

Genetics Acquisition 

In contrast to traditional agriculture, the acquisition of cannabis genetics has some 
particular associated challenges. The first is genetic inconsistency among seed stock. 
Where a vegetable farmer can buy a large quantity of genetically identical seeds for a 
low price, cannabis seeds often come in small packages where each seed is somewhat 
different from the next, similar to the way siblings are in a family. 

Second, market demand for certain terpene and potency profiles is often specific and 
capricious. A certain variety of cannabis will become popular for a few months and then 
go out of favor suddenly when the next variety takes its place. Cannabis producers can 
easily find themselves chasing the next trend in genetics and being forced to 
discontinue high yielding, high vigor cultivars because of fickle consumer preferences. 
Obtaining clones of newly popularized varieties is often the easiest way for growers to 
keep up with fast changing market demand, but clones are commonly infected with 
insect and disease infestations, which leads to a new significant risk for the producer. 

Although seed stock is genetically inconsistent, starting from seed is still the less risky 
choice in comparison to acquiring clones because seeds never have insects on them 
and rarely have diseases, where both problems are very common for clones. 
VeiligGroeien will be well versed on the terpene profiles that are popular in the region 
and acquire a wide variety of seed brands and cultivars, where some are likely to exhibit 
the desired traits.  

VeiligGroeien will then choose the genotype of each group of seeds that exhibits the 
best combination of the important production traits--vigor, yield, smell, structure and 
potency--and propagate those genotypes for flower production. This process of genetic 
selection (informally known as “pheno hunting”) delays full production at the facility, in 
comparison to starting from clones, by approximately 4 months.  

Although 8-12 varieties of different characters is sufficient for regular production output, 
keeping another 10 or more in development, as mother plants being tested for future 



 25 

production, is planned. This creates a cyclic system of having a range of options, ready 
on short notice, to take the place of any production varieties that begin to underperform.  

 
Biological Unknowns of Unregistered Cultivars 

Traditional agriculture has known varieties and cultivars of plants that bear some kind of 
formal registration through a regulatory agency. This allows the farmer to have a high 
degree of confidence that sprouting seeds will yield predictable results. In cannabis 
cultivation, this is not the case. If a certain cultivar is popular and the producer buys a 
package of seeds bearing that name, the plants that grow from those seeds might have 
no resemblance to what is expected. They might not even produce viable plants at all, 
or they may be lacking smell or sufficient yield. This is a significant risk when seeking 
seed stock because cannabis seed producers have no requirement of proving the 
viability or accuracy of their stock before selling the seeds on the open market.  

Another common trap fledgling producers can fall into is purchasing back crossed (BX) 
varieties, expecting greater genetic consistency, only to find a lack of consistency, 
general quality problems, or hermaphrodism in the progeny.  

In the absence of a regulated seed registration system, the only viable protection 
against seed quality and consistency problems is to purchase seeds from well known, 
well respected breeders. This does not obviate the delay associated with flower testing 
each seedling for genetic selection, but it minimizes the chances of encountering the 
problems that cannabis seeds commonly have. The growers will then carefully monitor 
the seedlings and discard any that have abnormal growth traits or exhibit signs of 
hermaphrodism before those seedlings have a chance to negatively impact other plants.  

 
Backup Power 

Plants of all types, including cannabis, transpire moisture into the air as a part of their 
photosynthetic process. When plants are indoors, the moisture causes continuous 
humidification of the air which will be controlled and maintained below 70% at all times 
in order to avoid mold outbreaks in the room and on plant tissue surfaces. In the event 
of a power outage, plant room humidity can rise to 100% in less than an hour, so 
outages will be avoided at all costs to avoid complete crop loss.  

The only guaranteed way to mitigate this risk is with backup generators for the facility. 
The cost of backup power for the entire facility is usually prohibitive, so the electrical 
system will be designed in advance to power at least 25% of the plant lights in each 
room, 25% of the air conditioning and 100% of the dehumidification. The size of the 
generator is further calculated based on the possible length of an outage. In some rural 
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areas, outages can last for several days, so the generator will be sized to carry the 
reduced load for a similar amount of time to the maximum probably outage time period. 
 

HVAC/Dehumidification 

Climate control system designs and equipment for indoor gardening are still a fairly new 
phenomenon, and growers who are new to cannabis production are often unaware of 
the cost, size and quality of the systems that are required to maintain temperature and 
humidity setpoints. Ignorance in this area of facility design and planning can cause mold 
and plant health problems in the facility, overrun the project’s budget and require 
retrofits that disrupt production and income streams.  

VeiligGroeien will mitigate this risk by hiring a mechanical engineer for the project during 
the early stages of facility design who has cannabis facility experience and by investing 
in redundant high quality air conditioning and dehumidification systems that are known 
to perform well in intensive indoor agriculture settings. Technologies will be chosen 
where replacement parts are easy to acquire and repair technicians who understand the 
mechanical systems are nearby and available on short notice. The systems for each 
room will be discreet, so as not to harm adjacent plant rooms if they malfunction, and 
compressors and blowers will not be inside plant rooms where dirt and mold can infect 
plants during servicing and repairs. The systems will be sized large enough to easily 
maintain the required setpoints for plant rooms within a tolerance range of 5%.  

 

Product Quality 
Once the cannabis license holder has succeeded in building a well functioning facility, 
training and keeping good quality workers, and growing a vigorous crop, the risk still 
remains of keeping the flower material clear of pests, chemicals and microbial 
overgrowth. Based on surveys of commercial cannabis growers, averting pest and mold 
problems is known to be their single biggest and most common challenge. 
 

Microbial Threats 

In order to be cleared for sale to consumers, cannabis will be shown to have minimal 
(below the legal thresholds) levels of yeast, mold and bacteria. The tests are performed 
by third-party labs sanctioned by the regulatory agency or the government. All 
perishable plant-based products, including food crops and herbs, have some level of 
microbial growth on their surfaces. Cannabis is particularly susceptible to microbial 
overgrowth because of the layered structure and density of the flower clusters. Even if 
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the finished flowers are sterilized after they are dried, the risk remains that yeast, mold 
or bacteria will regrow during the storage and transportation processes.  

To mitigate this risk, the facility will be maintained according to clean room standards. 
Surfaces will be easily cleanable and kept clean, including floors, walls, ceilings, plant 
trays, plumbing, irrigation, and work tools. The workers will wear protective clothing and 
clean gloves. Sulfur in various forms can be used preventatively in the vegetative stage 
of growth. 

Humidity levels in the plant rooms will be kept stable and below 70%. Plants will not be 
sprayed unless absolutely necessary since this introduces high moisture levels of the 
flower surfaces. Air will be purified using a filtration and UV light. Air movement and 
appropriate pruning and spacing of the plants is necessary to avoid dead spots where 
anaerobic conditions can proliferate.  

Cannabis will be dried sufficiently before being stored or packaged and be kept and 
maintained in cool conditions at approximately 50% humidity. Random lab testing 
throughout the cultivation process can protect the producer from unexpected microbial 
overgrowth problems.   
 

Pests 

Insect infestations are another common and serious challenge for indoor cannabis 
growers. The main source of insect infestations is from clones acquired from other 
growers. Licensees are always tempted to start with clones because clones are 
genetically consistent and of a variety that is known to have good vigor and strong 
market demand. Further, clones shorten the time period from start to finish of the crop’s 
life cycle. Licensees are usually under intensive pressure from investors to show 
income as soon as possible. These factors combine to make clone acquisition 
irresistible for many new producers.  

In addition to coming from clones, pests can also come in through air vents, cracks in 
the building and on workers’ clothing.  

The primary approach to mitigate pest infestations on the crop is by starting from seeds 
rather than from clones. Additionally, the facility will be sealed with filters on all intake 
vents, and workers will not be allowed to wear street shoes and clothing in the 
cultivation areas.  

Pests problems can will also be mitigated with preventative treatments to the plants, 
such as biological controls being introduced into the media and occasionally applied to 
the plant surfaces. Sulfur can be used during the early stages of growth to create an 
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inhospitable environment for pests that might be lurking on the perimeter of the grow 
rooms.  

 
Perishability 

Cannabis, like any natural plant material, is perishable. The aromatic characteristics, 
generated by terpenes on the flower’s surface, quickly degrade even under good 
storage conditions. With smell being one of the top selling points for cannabis flowers, 
maintaining terpene integrity is a high priority for producers. Both oxygen and microbial 
activity cause rapid degradation of terpenes. Microbes not only damage terpenes, but 
they cause product degradation by multiplying and contaminating the flower material 
with bacteria and fungal spores. This can happen in a matter of hours if not monitored 
and managed carefully.  

This risk will be mitigated by careful controls of storage conditions and keeping the 
flower material at a moisture level that is dry enough to deter microbial growth, but not 
so dry as to damage terpenes and the integrity of the plant material itself.  

Since oxygen also degrades terpenes, pressurized nitrogen storage can be used to 
store cannabis flowers that are not being immediately sold. When nitrogen is not used, 
storage containers will be full (to displace excess oxygen) and checked daily to ensure 
proper temperature and humidity. Light is also a source of degradation, therefore 
cannabis will always be stored in opaque containers and in dark rooms.  
 

Water Quality 

Tap water quality varies significantly from one region to another and can be a source of 
microbial, mineral and chemical contamination that can harm the plants.  

Mitigating this risk involves seasonal lab testing of the tap water and implementation of 
filtration and sterilizing equipment systems. Reverse osmosis systems are common 
solutions to tap water with high soluble mineral contents. Inexpensive sediment filters 
are used to remove particulate matter, and water sterilizing systems are ozone/UV 
based. 
 

Indoor Air Quality 

Perhaps the most often overlooked, yet serious risk for cannabis product quality in an 
indoor facility is air purification. As facilities get larger and international standards for 
export are more commonly applied to the design process, more operators are learning 
the critical importance of maintaining product purity through the implementation of 
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biosecure facility design and sanitation, with air quality being a key component. Without 
measured and maintained air purity, microbial spores that enter the facility are able to 
quickly proliferate and compromise the quality and value of the final product.  

Mitigating this risk is done using a combination of design and operational systems. First, 
the walls, floors, work and plant cultivation surfaces will be coated with easily cleanable 
materials that are regularly disinfected. Second, the climate control systems will be 
placed outside the plant rooms and an individual system will be installed for each plant 
room to avoid contamination from one room easily getting to the other rooms. The 
building will be sealed from outside air intake, or if outside air is needed, it will be well 
filtered before entering the plant rooms. 

Finally, an air purification system will be installed and implemented that uses a 
combination of physical barrier filters (such as HEPA and MERV filters) as well as a 
type of sanitizing technology (such as UV light or peroxide gas). Air particle counters will 
be used to monitor particle counts regularly to identify problems in the grow rooms and 
processing rooms before they risk the loss of a batch or crop.  
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Appendix 1 

Risk Assessment Worksheet 
 

Risk 
Category 

Impact Description Priority  
(See Table 

Above) 

Legal 

Insurance All insurance available …………..Limited or overpriced insurance available 
  
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Changing 
Regulatory 
Landscape 

Laws will get more liberal…..…….....Laws will get more stringent 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Banking 
Banking services fully available……….........…...Services limited 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Limited 
License 
Lifetime 

Licenses will be renewed…..………..…....Licenses easily terminated 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Oligopoly to 
Market 
Competitor 
Status 

Licenses will stay limited…..….............More licenses will be granted 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 
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Complex 
Regulatory 
Landscape 

Regulations will get simpler…..….........Regulations will complexify 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Financing 

Sources of 
Funding 

Funding will get cheaper/easier…..…....Funding will get expensive/harder 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Loan 
Availability 

Loans will be easy to get…..………..........Loans will be impossible to get 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Interest Rates Rates will get lower…..……………………......Rates will get higher 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Construction 

Permits Permits will get faster/simpler...............Permits will get slower/harder 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Utilities Utilities will be easy/affordable …..…....Utilities will take time at high cost 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 
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Security 

Facility Security situation is low risk…..………….....Security situation is high risk 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Product 
Diversion 

Diversion is low risk…..………………….......Diversion is high risk 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Personnel 

Talent Pool, 
Eligibility 
Issues 

Workers & experts are readily available………... .Not available 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Successful Production 

Genetics 
Acquisition 

Quality seeds are available…..…………….........Not available/Unknown 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Biological 
Unknowns of 
Unregistered 
Cultivars 

Seeds are vetted…..…………………............Seeds are not vetted 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Backup Power Facility has 100% backup power…..…………..No backup power 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 
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HVAC/Dehu System is high end, engineered……………....System is low budget/not engineered 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Product Quality 

Microbial 
Threats 

Facility has 100% backup power…..…………..No backup power 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Pests 
Pests are being diligently avoided…..……….Pests can easily invade 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Perishability Storage is expertly controlled/monitored….,..Not well controlled/monitored 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Water Quality 
Water is filtered/sanitized/monitored……....Not filtered/sanitized/monitored 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 

 

Indoor Air 
Quality 

Purification is implemented/monitored……....Not implemented/monitored 
 
Probability >      1           2            3             4              5 
                    Improbable………………………….....Frequent 
 
Impact >             A           B           C             D             E  
                     Negligible……………………...….....Catastrophic 
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Appendix 2 

New Risk Reporting Form 
Imminent risk of harm to a person or property must be reported immediately. No form is required. 
Date: Submitted by (print): 

Related Project or Activity (if applicable): 

Type or Potential Risk (Check one or more): 

____ Timeline Delay ____ Unexpected Costs  ____ Equipment Issues 

____ Product Quality ____ Physical Security ____ Electronic Security 

____ Physical Hazard ____ Errors/Omissions ____ Theft/Diversion 

____ Other: 

Risk Description: 
 
 
 

Estimate of when potential risk could occur: 
 

Source of Information: 

What will be the result if this risk is not addressed? 
 
 
 
 

What actions have been taken so far to mitigate this risk? 
 
 
 
 

Chain of Custody information 

Signature of Submitter: _______________________________ Date: _____________ 

Received by (print): __________________________________ Date: _____________ 

Received by (print): __________________________________ Date: _____________ 
Received by (print): __________________________________ Date: _____________ 
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Appendix 3 
Description of Assessment Techniques  

Technique Description 

Risk Assessment Worksheet Appendix 1, Risk Management Plan and 
additional questionnaires if applicable 

Assessment tools List any tools or softwares used that 
applied specifically to the type of project, 
including sources 

Background sources List web sites or other sources that were 
used to identify the types of risks that may 
be associated with the project and/or 
attach articles or other reports 

Walkthrough(s) Describe how the assessor(s) 
experienced one or more processes 
related to the project in order to learn how 
it works 

Documentation reviews List internal documents, such as SOPs, or 
external documents, such as regulations, 
contracts, etc. that were reviewed for the 
assessment 

Interviews List the titles of individuals who were 
interviewed to learn about potential risks 
associated with the project. 

Site visit(s) Describe any locations visited, if 
applicable, to learn additional information 
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Appendix 4 

Mitigation Activity Form 
Project: ______________________________________________________________ 

Instructions: Multiple entries for the same action may be entered on the same draft 
form and more than one line used per action. Once mitigation activities are complete, all 
actions at 100% completion are to be entered onto a final form for documentation 
purposes. A full contingency plan may be entered as one action. 

Date Action % 
Complete Comment Check if 

planned* 

 
 

    

 
 

    

 
 

    

 
 

    

 
 

    

 
 

    

 
 

    

*Check if the action was part of the risk response or contingency plan. An unchecked action is 
one that was implemented as needed to correct a small or medium-scale unexpected problem. 

This copy is                                _____ DRAFT                  _____ FINAL 

Project Manager (print): __________________________________________________ 

Signature: ____________________________________________  Date: ___________ 
Forward the final copy to the Record Keeping Manager. 


